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Department of Information Technology
Academic Year 2021-2022 -ODD Semester

11.12.2021
DEPARTMENT CIRCULAR

Department of Information Technology and IQAC of IGCE in association with Fantasy
Selution, Trichy is going to organize Value Added Course for all Second, Third and Final vear
students on “'Manipulation of Nano Technmology in Materials” from 13.12.2021 to
17.12.2021 Centificates will be issued to the eligible participants at the end of the Course. This
training is to be provided in our campus.

|.Mr.8. Karthikeyan, |
iF roject Manager,
Fantasy Solution, Trichy.
| Resource Person Detail |
2.Mr.R.Ragul Kannan
Project Manager ‘
‘ Extazyy Thillai Nagar Trichy .
' Venue I ~IT Seminar Hall, IGCE |
b
HOD/ PR];NCIPAL
1%
Cce:
e Principal office '.'r S
s JQAC Co-Ordinator _f.-”"f
e Class In charges - 11, 111 & IV-Year Dr. G. Balakrishnan, ME. Ph.D
e I1, HI & IV-Year IT Students Princinal s
. {]fﬁ_ce File Indra Ganesan Coliege of Engineering
e MNotice Board IG Valley, Madurai Main Road

Manikandam, Trichy-620012.
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Value Added Course

“Manipulation of Nano Technology in Materials”

SYLLABUS
| sNO | TOPIC COVERED | DURATION | A |
. - | = (in hours) !
1 Introduction of Manipulation of Nang | 3 ! 13.12.2021
|| Technology . | |
| 2 | Manipulating atoms and molecules | 3 | 13.12.2021 |
i 3 | scanning tunneling microscope | 3 ! 14.12.2021 |
| | (STM) and the atomic force microscope | | ’
| (AFM) | - _
| 4 | Scanning Tunneling Microscope | 3 | 14.12.2021 |
|i 5 | Application of Nano Technology ; 3 | 15.12.2021 |
| T
I 6 | Nano Technology in Energy | 3 | 13.12.2021 |
' 7 | Carbon nanotubes (CNTs) ' 3 | 16.12.2021 )
i | = _|
[Nanobiotechnology, bionanotechnology | 116.12.2021
| 8 ; 3
» and nanobiology | | ]
| ¢ | Nanotechnology in warfare | 2 17.12.2021 |
| |
10 | Nanoelectronics | 3 | 17.12.2021 |
11 [ Fxam i | 1 [17.12.2021 |
| Total Hours (Excluding Exam) | 30 | - |
( 2@ M 9 )
i q____.--."' Il-' {'I_IL .-'.’J_,Jr" W
VAC Coordinator L R e HOD,
g™

~
Dr. G. Balakrishnan, M.E., Ph.D,
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Tric hy-620 012
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Value Added Course

shnan, ME, F‘,Manipulaﬁnn of Nano Technology in Materials”

Principal
Indra Ganesan College of Engineering

IG Valley, Madurai Main Road STUDENTS PARTICIPATION LIST

Manikandam, Trichy-620 012.

|
S.NO REG NO STUDENTS NAME | YEARY
I | 811218205001 Deepa T IVAT
2 811218205002  [Dharshini K WIT
3 811218205003  KGopi U VAT |
. 811218205004 |Harish R it |
S5 811218205005 Irudhayaraj A IVIT
6 811218205006  Janani S VAT
7 811218205007 |lanarthanan VAT |
8 811218205008  Kamalesh A IV/T
9 811218205009  Kaviyarasu C VAT |
10 811218205010 Kayalvizhi.B VAT
R - 811218205011  Manoharan T var |
12 811218205012 |[Meena R VAT |
13 811218205013  Milton Billgates J IV/IT '
14 811218205014  Mohammed Aarif J IV/IT
15 811218205015  PavithraN n
16 811218205016  |Priyanka A [V/IT
17 | 811218205017 Robinson Isaiah E vaT
18 | 811218205018 [SelviM VAT
19 811218205019  Shalini Gayathri S VAT
20 811218205020 [Sivaraman S VAT
21 811218205021 SnekaaR VAT
22 811218205022 Suganya K VAT
23 811218205023  Vasanth § VAT
24 811218205024  Vijayakaran M VAT
25 | 811218205025 |Wilson Jayaraj S VAT
26 811218205026  Antony Arul Doss A IVAT
27 811218205027 (Geethanjali R IV/IT
28 | 811218205301 Dhanalaxmi.K VAT
29 811219205001 Akash V ILUTT
30 811219205002  |Akilandeswari J mar
Bl 811219205003  Aravindhan R T
P2 | 811219205004  Chitra Bharathy M T
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S.NO REG NO STUDENTS NAME ﬂgﬁ
H
33 | 811219205005 eevitha M AT
34 811219205006 |Kaviva K TUIT
35 | 811219205008 |l.ibia Pojathsiyu C AT
36 | 811219205009 Mageshwaran M AT
| 37 | 811219205011 |Ranjith M mAT |
38 | BI1219205012 [Ranjith kumar A mwrr
39 | 811219205013  Shareen Banu M R T |
40 | 811219205014 Shobana K T
41 | 811219205015 Sivaranjani P T
42 811219205016  Sowmiya P AT
43 | 811219205017 Surya A T
44 | 811219205018 Swetha S AT~ |
45 811219205019 Tamil selvi T I/IT
46 811219205020 |Vijaya kumar M mAT
47 | 811219205021 Visalini P mar |
48 | 811219205501 [Karthick A AT
49 811220205002 |Aiswariya V LT
50 | 811220205004 | Anbazhagan S AT
51 | 811220205005 |Balamohan R AT
52 | 811220205006 |Benny A /T
53 | 811220205007 BoomikaP T
54 | 811220205008 (Charulatha B WIT
55 811220205009 Chiranjeevi V T
56 | 811220205011 |Dinesh M [T
§7 | 811220205012 Ez'ﬂwthﬂm B HAT
58 | 811220205014 |Hariharan S [T
59 | 811220205015  Hemalatha G mr
60 811220205016 |eevaM T
61 | 811220205018 |Keerthana S IIT
62 | 811220205019 [Kirubhashree D T
63 | 811220205020 |Krishpan N AT
64 | 811220205021 |Magesh G I/IT
| 65 | 811220205022 Mahasuvetha M T
66 | 811220205023 |Manikandan M AT
| 67 | 811220205024 Meenatchi A T |
68 | 811220205025 |Mohanapriya K T 7] , S
69 | 811220205026 Monisha A AT -
Dr. G. Balakrishnan, ME, Ph.D,
Principal

Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012,
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| |
SNO REG NO STUDENTS NAME | ¥FAR/
Ii 811220205027  Murugesan K T
71 | 811220205029 [PragathiR AT
72 | 811220205030 |Priyanga K T
| 73 | 811220205032 [Rajeswari S 1T
}' 74 | 811220205035 |Rasika A [T
| 75 | 811220205036 [Ravikumar M T
N
X
Dr. G. Balakrisinan, M.E, Ph.D,
Principal

QAR

VAC Coordinator

Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012,
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Or. G. B4®?‘

rincipal

Indra Gane#n Callege of Engineenng

Valley, Madurai Main Road
l:an:k avjrdam. Trichy-620 012. REPORT ON VALUE ADDED COURSE

|' — rManipulaﬁun of Nano Technology in Materials”

|
Resource Persan:‘?#‘.lr.s.l{arthjkfyan, !Mr.R.Ragul Kannan
Project Manager, Project Manager
|_];ln=t=sy Solution, Extazyy Thillai
| richy _ Nagar Trichy
Date of conduct from: | 13.12.2021 : To: | 17.12.2021 | 30 hours
Eganiﬁed'l}epnmnem : | Information Technology
Participant Year: ] 234 | No. of Students Registered : | 75

| Venue: | IT Seminar Hall
‘Outcome of Value Added Course (VAC): At the end of the Course, Students can be able to

® Able to engage in research and life-long leaming to provide technical solutions to interdisciplinary
problems in science and technology.

principles to work in a teamn as well as to lead a team.

Nanotechnology.

® Employ modem engineering and nanotechnology concepts to cater the needs of the eommunity.,

. Provide solutions to varied engineering and scientific problems up to molecular/atomic scales
through the interpretation of data using modern sophisticated Instruments and computational tools.
Assessment Process

®* Considering the temporal and societal context into account, able to apply ethical and management |

* Independently carry out research/investigation and development work to solve practical problems in

is eligible to receive the certificate for the VAC course conducted
* Total Score = (0.5 *Attendance in VAC out of 100 percentage + 0.5 *Test mark in VAC out of 100
marks)

'?_ ﬁ [ ' /

v cm% - ljﬁ#} \“IL‘

. oordinatbr HoD/1 Pringipal
|

* Students, who are securing more than 70% on total score and secured more than 75% inattendance
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COURSE

SAMPLE PHOTOS OF VALUFE, ADDED

Title: |LManipulaﬁnn of Nano Technology in Materials”

Resource Person:Mr.S.Karthikeyan, Mr.R.Ragul Kannan
]Prujeet Manager, Project Manager
[Fantasy Solution, KIW Thillai
ﬂ"ﬂfh}' agar Trichy
| Date of conduct from - | 13.12.2021 Tor [ 17122021 [ 30 hours

Lﬂrgamzed Department : | Information Technology

| Participant Year: | 2,3,4

l No. of Students Registered : |

75

[ Venue: | IT Seminar Hall

I
| Sample Photos:

o8 .@&4

| VAC Coordinator

HoD/IT i

cipal

| " i
b a

-

Dr. G. Balakrishnan, ME,, Ph.D,,

Principal ,

Indra Ganesan College of Engineering
1G Valley, Madurai Main Road
Manikandam, Trichy-620 012,
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Academic Year 2021-2022 —Odd Semester
Dr.G.B li 3
a
h:j:::n M.E. Ph.D, Value Added Course
Indra Ganesan ¢ ollege of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012, “Manipulation of Nano Technology in Materials”
| < YEA | 131221 | 141221 | 150221 | 161221 | R ;JE%;?FD SIGN |
N REG NO | STUDENTS NAME R | NG OF THE
P :g; FN| AN| FN| AN | FN| AN | FN | AN | FN| AN| oo E;FUDE
DED
1 | 811218205001 |[DeepaT VAT [~ e o [ e[ oA e ), Deepe.
2 | 811218205002 DharshiniK vIT | - @) @A) || A — |~ || g Dhor $ivnu
3 | 811218205003 (Gopi U VAT |\ | & | oA v | e e ] 1o Uelneps
4 | 811218205004 [Marish R IVAT v | WA sl v e [V ] 1o R Huniinn
5 | 811218205005 |irudhayaraj A VAT [~ B | e e[ | e g [ medrenney]
6 | 811218205006 Uanani$ VAT [~ v @) [ e ] 9 M
7 | 811218205007 Uanarthanan Wt |~ e | o e ] T ] 1 AR
8 | 811218205008 [Kamalesh A IV/IT B @ | A ] g Ka u..!&(_-
9 | 811218205009 |Kaviyarasu C VAT (A ;a | e || v e [ 8 |
10 | 811218205010 |Kayalvizhi.B VAT | o | AV | A " v | B 8 m
11 | 811218205011 |Manoharan T VAT |~ oA v v [ | 1o Manshou T
12 | 811218205012 MeenaR - VAT | A AV [V v ] Jo [Muwa R
13 | 811218205013 Milton Billgates J VIT [ ] v viv v v v v v v b
14 | 811218205014 Mohammed Aarif J VIT 7 v | V| V|V VIV YV | V] V]t T e )
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BRAN i ATTEND snTjPlgEﬁN
_ . 2. i - ED | T
811218205015 [Pavithra.N SN [ [ T e —] 4 VA
811218205016 [Priyanka A u—f*"'._}f@_bif e A S -
811218205017 |Robinson Isaiah E v s B 9| Ratmivgd
811218205018 Selvi M ) Calll Wt Nt O O U o R T e P et |
811218205019 Shalini Gayathri S v ‘@@ el I I e I N I I I W
811218205020 Sivaraman § e vV I VI WA e [0 |fycaunen
811218205021 [Snekaa R v e e v WV o] o lefdael
811218205022 Suganya K S N N e W I I e O P {24
811218205023 Vasanth S Nt W Bl s e % e D I R \zjgi—-
811218205024 |Vijayakaran M | @) ] v v L a ]
811218205025 |Wilson Jayaraj § A R ™ e e = i
811218205026 |Antony Arul Doss A L | WA VI VIiv @ |
811218205027 (Geethanjali R A v v WAV A @A e ‘ _
811218205301 Dhanalaxmi K @f@_ et e s Ll % el Dl 2 7°
811219205001 |Akash V AL [V WAV VT v
811219205002 |Akilandeswari J TV VTV AV v
811219205003 |Aravindhan R v V] vV v v v v Vv
811219205004 [Chitra Bharathy M v e ] =
811219205005 [leevitha M ¥l e Vv v - T
811219205006 |[KaviyaK VI VIV VvV Vv &
811219205008 |Libia Pojathsiyu C L8 Bl Tl K i I U Ul
811219205009 Mageshwaran M Viv IV [P v v e v
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e REG NO SUDENTS YEAR | 131221 141221 | 154221 16.1221 ”"Ml. Do oAl
N NAME f FN|[ AN| FN[ AN | FN| AN| EN| AN| FN| AN| NS THE
9 BRAN ATTEND | STUDEN
L . o . | ED T
37 | 811219205011  |[Ranjith M LU P 2 Y = e I e s s -
38 | 811219205012 [Ranjith kumar A war [ A B A v v | o [ o
39 | 811219205013  Shareen Banu M R mar | | v Vv viv v | v
40 811219205014  [Shobana K AT | -~ o o | v~ v | VIV Vv v
4l 811219205015 |Sivaranjani P T |~ | @Bl 7 [ [

42 | 811219205016  Sowmiya P T [~ A vV [ |V VIV v v
43 811219205017  Surya A AT il = e T v v vV
44 811219205018 [Swetha § T |~ [ @ | e~ e e
45 811219205019 [Tamil selyi T AT | v v v Vv v vV v |
46 | 811219205020  [Vijaya kumar M MW | v VIV VIV vV
47 811219205021  |Visalini P T (A | o | 71— vV v v | LA
48 | 811219205501  [Karthick A mwr S @ v V[
49 | 811220205002 |Aiswariya V 1T v B A VT
S0 | 811220205004  |Anbazhagan S T v V| - [ VIV v v | Vv @
51 | 811220205005 ohan R AT Vil AV VIV v v L~
52 | 811220205006  |Benny A T A ] AP A A [~
53 | 811220205007  |Boomika P T A | A e | A | Py
54 | 811220205008  Charulatha B T A& AN A AV o -
55 811220205009 Chiranjeevi V T VL el v e L7
56 | 811220205011  |Dinesh M WVIT o | oA v V@ A V] oA o
57 811220205012 Gowtham B AT L o e ll s I D e B B o D
58 811220205014  Hariharan S T Lol I s B et L el el el W 1 e o B
59 811220205015  |Hemalatha G jT | A | A7 7T A 7|
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0 ATTEND | STUDEN
I ] S W _ED | 7
60 | 811220205016 [iceva M g et 121 Ul I o s o e i e
61 [ 811220205018 Keertranas — OB T g S -le ity
62 | 811220205019 |Kirubhashree D i Bl o el P e s e (A | 9 |kpubo |
63 | 811220205020 [KrishuanN L e A T R T i 10 | rekaide
64 | 811220205021 MageshG Ll Lol & % ol = 2 | LB o~ 9 et
5| 811220205022 |Mahwsuvetrai P o e Pl e N ot IOV W
66 | 811220205023 Manikandan M Ll W W P A A —1- lp 433;?
67 | 811220205024 |MeenatchiA W o | A A A7 T @B T et 9 [y =
68 | 811220205025 |Mohanapriya K LU B Flam | e A 8 T -
_tig__mﬁzﬁﬁﬁ ﬁmﬁ____;&g ol B Ll W e i @i [ =t & b @w
70 | 811220205027 Murugesan K UT || | A RealalalEdPrEr.y
71| 811220205029 Pragathi R T - L Pl ] Ve [ ] o
72| 811220205030 [PriyangaK nT 1Y VI VT ] v A A
73 811220205032 Rajeswari § it v""’é 70 o | L] | e
74 | 811220205035 |Rasika A T |~ VA I v B v | v
_?_5"_-81_125072353& Ravikumar M _jla"l_TjE| v v v v i [
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VAC Coordinator
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Name of the Student: Qﬁ%’:kﬁ ' A Year/Sem: Q/
eoirnter Namber: 2.0.0 205
AU Register Number: 311 9:35’ L'D(,F\B |
Value Added Course % 6 J
)

“Manipulation of Nano Technology in Materials™. 3
MULTIPLE CHOICE QUESTIONS (25X1 = 25 Marks)

1. Nanomaterials are the materials with at least one dimension measuring less than

a) 1 nm
b) 10 nm
5700 nm
d) 1000 nm
2, A material with one dimension in Nano range and the other two dimensions are large is called

a) Micro-material
b) Quantum wire
tum well
d) Quantum dot
3. The colour of the nano gold particles is
a) Yellow
b) Orange o
¢) Red N
A Variable N

4. The melting point of particles in nano form _ Dr. G. Balakrishnan, ME, Ph.D,
a) Increases Principal

BECTEASES " Indra Ganesan College of Engineering
¢) Remains same ~ IG Valley, Madurai Main Road
d) Increases then decreases Manikandam, Trichy-620 012.
5. The first talk about nano-technology was givenby
a) Albert Einstein
b) Newton
¢) Gordon E. Moore f

ichard Fe:-,rnmﬂn
6. Which of the processes of materials was not described as Nanotechnology?
a) Separation 7

reation .
¢) Processing /
d) Consolidation
7. The initial tools used to help launch the nanoscience revolution were
a) Binoculars
b) Microscope
#Bcanning probe instruments |
d) Interferometer
8. When semiconductors are rm:luwd to nanometres they become pure conductors.

al True
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9. The major difference between the nano materials compared to the bulk form is the big
fraction of the total number of atoms on the surface.
rue
b) False
10. The size of atoms is nearly
a) 0.01 nm

d) 10 nm
11 What s nnordamokigy?

A The study of extremely small particles
b) The study of large-scale engineering
¢) The study of space exploration
d) The study of quantum mechanics
12.Which of the following is NOT a characteristic of nanomaterials?

a) Small size

b) Large surface area
@/ High stability f E’J &

d) Unique properties LV

13. What is the size range for nanoparticles? Dr. G. BalakFishnan, M.E, Ph.D,
a) 1 to 10 centimeters Principal

b) 1 to 10 micrometers Indra Ganesan College of Engineering
2N to 10 nanometers IG Valley, Madurai Main Road

d} 1 1o 10 millimeters Manikandam, Trichy-§20 012,

14.Which of the following fields is NOT influenced by nanotechnology?

a) Medicine

b) Electronics

¢) Agriculture

A Geology
15.What is the term for the process of manipulating matter at the atomic or molecular level?
a) Nanosynthesis
b) Nanomaterialization
¢) Nanomanipulation
anofabrication
16.Which of the following is an example of a bottom-up approach in nanofabrication?
a) Lithography
_JJChemical vapor deposition
¢} Molecular self-assembly
d) Physical vapor deposition
17.What is the term for a material that exhibits different properties at the nanoscale compared to its
bulk form?
anostructure
b) Nanocomposite .
¢) Nanoparticle |
d) Nanotube \
18.Which of the following is NOT a potential application of nanotechnology in medicine?
a) Targeted drug delivery
b) Tissue engineering
c) Gene therapy
) Nuclear power generation

o
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19.What is the term for the ability of nanomaterials to self-repair or adapt to changing conditions?
a) Self-assembly
If-replication
¢) Self-healing /
d) Self-organization ,
20.Which of the follWing is an example of a top-down approach in nanofabrication?
a) Nanoparticle synthesis
b) Atomic layer deposition
cctron beam lithography
d) Chemical vapor deposition
21.What is the term for the study and control of matter at the nanoscale?
a) Nanoscience
J?J@Licmscienoc
¢} Macroscience
d) Nanoengineering
22.Which of the following is an example of a carbon-based nanomaterial?
a) Gold nanoparticle
b} Quantum dot
-arbon nanotube
d) Silica nanoparticle
23.What is the term for the property of nanomaterials that allows them to conduct electricity?
‘erromagnetism
b) Superconductivity
¢) Thermoelectricity [
d) Quantum cnnﬂnemcnr.‘im-.
24.Which of the following is an example of a nanoparticle-based sunscreen?
itanium dioxide
b) Zinc oxide
¢) Silver nanoparticles
d) Gold nanoparticles
25.What is the term for the process of removing or altering individual atoms or molecules from a
surface?

&) Nanopatierning
tching
¢) Deposition
d) Self-assembly
(A
-
Dr. G. Ea[akrishnan. M.E, Ph.D,
Principal '

Indra Ganesan Collage of Enaneering
IG Valley, Madurai Main Road
Manlkandam Trichy-620 012
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=

r

A

LGy
f' &3' <
“Manipulation of Nano Technology in Materi[Tls/ ?}'

MULTIPLE CHOICE QUESTIONS (25X1 =25 Marks)

1.Nanomaterials are the materials with at least one dimension measuring less Ih}ﬁ”‘

=
- I

a) 1 nm _—
b) 10 nm -
¢) 190 nm 23
1000 nm
2. A material with one dimension in Nano range and the other two dimensions are large is called

a) Micro-material =

b) wire — !
i)&;mtuj:nn well >

d) Quantum dot =

3. The colour of the nano gold particlesis

a) Yellow

b} Orange '

/m%zriuhle N _‘/

4. The melting point of particles in nano form P

a) Increases ipe? Dr. G. Balakrishnan, Mg, Ph.D.
eCTCASEs s 7 Principal !

¢) Remains same -~ f indra Ganesan College of Engineering

d) Increases then decreases™ IG Valley, Madurai Main Roag

5. The first talk about nano-technology was given by Manikandam, Trichy-620 012

a) Albert Einstein

b} Newton R

¢) Gordon E. Moore = ’
ichard Feynman__—

6. Which of the processes of materials was not described as Nanotechnology?

a) Separation

b) Creation

&Y Processing s ]

d) Consolidation L

7. The initial tools used to help launch the nanoscience revolution were

a) Binoculars

T Microscope

¢) Scanning probe instruments —")

d) Interferometer P

8. When semiconductors are reduced to nanometres they become pure conductors.

A True —
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9. The major difference between the nano materials compared to the bulk form is the big
fraction of the total number of atoms on the surface,

= ;
b) False X
10. The size of atoms is nearly '
a) 0.01 nm

b) 0.1 nm

1 nm .’><

d) 10 nm )

11.What is nanotechnology?
a) The study of extremely small particles 0<
study of large-scale engineering -
¢) The study of space exploration
d) The study of quantum mechanics
12.Which of the following is NOT a characteristic of nanomaterials?
a) Small size
b} Large surface area e
A~THigh stability e
d) Unique properties e
13.What is the size range {or nanoparticles?
A1 10 10 centimeters _
b) 1 to 10 micrometers o o\
¢) 1 to 10 nanometers = A
d) 1 to 10 millimeters L I}:////
14. Which of the following fields is NOT influenced by nanotechnology?, G. Balakrishnan, M.E, e, i,
4) Medicine o Principal
b) Electronics - Indra Ganesan College of Engineering
& Agriculture it IG Valley, Madurai Main Road
d) Geology Manikandam, Trichy-620 012,
15.What is the term for the process of manipulating matter at the atomic or molecular level?
a) Nanosynthesis
b) Nanomaterialization
¢) Nanomanipulation i’;(\
anofabrication
16.Which of the following is an example of a bottom-up approach in nanofabrication?
a) Lithography e
b) Chemical vapor deposition P
olecular self-assembly c
d) Physical vapor deposition
17.What is the term for a material that exhibits different properties at the nanoscale compared to jts
bulk form?
anostructure o
b) Nanocomposite LN
¢) Nanoparticle
d) Nanotube
18. Which of the following is NOT a potential application of nanotechnology in medicine?
_ argeted drug delivery
b) Tissue Engineering
¢) Gene therapy ]
d) Nuclear power generation

—F

l;
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19, What is the term for the ability of ninomaterials to self-repair or adapt to changing conditions?
a) Self-assembly
b) Self-replication
¢) Sglf-healing
If-organization
20.Which of the following is an example of a top-down approach in nanofabrication?
Wanoparticle synthesis S
b) Atomic layer deposition ;
¢) Electron beam lithography™
d) Chemical vapor deposition
21.What is the term for the study and contral of matter at the nanoscale?
a) Nanoscience A

b) Microscience P
roscience £

d) Nanoengineering e
22, Which of the following is an-eXample of a carbon-based nanomaterial?
old nanoparticle
b) Quantum dot
¢) Carbon nanotube
d) Silica nanoparticle
23, What is the term for the property of nanomaterials that allows them to conduct electricity?
a) Ferromagnetism By
b) Superconductivity '
¢) Thermoeleetricity
uantum confinement -
24.Which of the following is an example of a nanoparticle-based sunscreen?
a) Titanium dioxide
b) Zine oxide
¢) Silver nanoparticles )
_d biold nanoparticles
25.What is the term for the process of removing or altering individual atoms or molecules from a
surface?
a) Nanopatterning
ching e
¢) Deposition P '
d) Self-assembly e

Dr. G Balakrishnan, M.E, Ph.D
Principal k
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.
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# A
“Manipulation of Nano Technology in Materials® - OJ_‘?
TIPLE CHOICE QUESTI 25X1 = 25 Mar \
1.Nanomaterials are the materials with at least one dimension measuring less than S

a) l nm
b) 10 nm
¥ 100 nm X
d) 1000 nm
2. A material with one dimension in Nano range and the other two dimensions are large is called

&) Micro-material
b) Quantum wire {
Dl 7S N

d) Quantum dot
3. The colour of the nano gold particlesis
a) Yellow
b) Orange
¢} Red 4?<__~

)} Mariable
4. The melting point of particles in nano form o
a) Increases

‘Decreases 0\

¢) Remains same ’ s SRR
d) Increases then decreases ~——— A~
3. The first talk about nano-technology was givenby - - “
a) Albert Einstein
b) Newton
¢) Gordon E. Moore

) Richard Feynman Mo s e
6. Which of the processes of materials was not described as Nanotechnology? =

)gﬁk:pamﬁ on
) Creation

¢) Processing

d) Consolidation

7. The initial tools used to help launch the nanoscience revolution were

a) Binoculars

b) Microscope
’ ing probe instruments

d) Interferometer

8. When semiconductors are reduced to nanometres they become pure conductors.
: rue f

b) False ;‘A“‘H
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9. The major difference between the nano materials compared to the bulk form is the big g
fraction of the total number of atoms on the surface. |
a) True | |
Ise e
10. The size of atoms is nearly
2) 0.01 nm
0.1 nm |
¢)1 nm
d) 10 nm
[1.What is nanotechnology?
¢ study of extremely small particles
"b) The study of large-scale cnginaerin%,
¢) The study of space exploration ,
d) The study of quantum mechanics 1-7\_ |
12.Which of the following is NOT a characteristic of nanomaterials?
a) Small size
At Large surface area
¢) High stability
d) Unique properties
13.What is the size range for nanoparticles?
a) 1 to 10 centimeters

b) 1 to 10 micrometers 7 &) -
A1 to 10 nanometers (NP~

d) I to 10 millimeters -

14.Which of the following fields is NOT influenced by nanntechnuﬂrg@ Balakrishnan, M.E, Ph.D,

a) Medicine Principal

b) Electronics Indra Ganesan College of Engineering
mgﬁﬂ'ﬁﬂmﬂ IG Valley, Madurai Main Road

d) Geology Manikandam, Trichy-620 012

15.What is the term for the process of manipulating matter at the atomic or molecular level?

a) Nanosynthesis |

b) Nanomaterialization
¢ ) Nanomanipulation
) Nanofabrication =
16.Which of the following is an example of a bottom-up approach in nanofabrication?
a) Lithography
_b¥®hemical vapor deposition
¢) Molecular self-assembly
d) Physical vapor deposition
17.What is the term for a material that exhibits different properties at the nanoscale compared to its
bulk form?
a) Nanostructure
b) Nanocomposite
anoparticle
d) Nanotube
18.Which of the following is NOT a potential application of nanotechnology in medicine?
a) Targeted drug delivery
b) Tissue engineering
¢) Gene therapy
uclear power generation -
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19.What is the term for the ability of nanomaterials to self-repair or adapt to changing conditions?
a) Self-assembly
b) Self-replication f
¢) Self-healing J-
A Belf-organization A

20.Which of the following is an example of a top-down approach in nanofabrication?
a) Nanoparticle synthesis
b) Atomic layer deposition

lectron beam lithography
d) Chemical vapor deposition
21.What is the term for the study and control of matter at the nanoscale?
a) Nanoscience

Wcmacience

¢) Macroscience
d) Nanoengineering
22.Which of the following is an example of a carbon-based nanomaterial?
a) Gold nanoparticle
b) Quantum dot

arbon nanotube ,r
d) Silica nanoparticle ©
23.What is the term for the property of nanomaterials that allows them to conduct electricity?
a) Ferromagnetism
b) Superconductivity

ermoelectricity

d) Quantum confinement
24.Which of the following is an example of a nanoparticle-based sunscreen?
a) Titanium dioxide

inc oxide
¢) Silver nanoparticles
d) Gold nanoparticles
25.What is the term for the process of removing or altering individual atoms or molecules from a
surface?

a) Nm{}p&nmjﬂg
b) Etching !
¢) Deposition -
A)Self-assembly L7
| 7€)
I' '.\ .'}_.I;;#;f—
A
Dr. G. Barai{rishnan. M.E., Ph.D
Principal R

Indra Ganesan College of £ ngineering
I ".-"?Hey* Madurai Main Road
Manikandam, Trichy-820 012,
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“Manipulation of Nano Technology in Materials”

MULTIPLE CHOICE QUESTIONS (25 X | =25 Marks)

1. Nanomaterials are the materials with at least one dimension meas uring less than

a) 1 mmn
b) 10 nm
¢) 100 nm
d) 1000 nm

2. A material with one dimension in Nano range and the other two dimensions are large is called

a) Micro-material
b) Quantum wire
¢) Quantum well

d) Quantum dot

3. The colour of the nano gold particles is
a} Yellow

b) Orange

c) Red

d) Variable (r o

4. The melting point of particles in nano form i Dr. /
n : G, dlakrishnap, ME, Ph.p,

Y s Fn‘nmpai

) L | indra Ganesan College of Enginaae

¢) Remains same _ o
alley, Madura; Main Rosd

d) Increases then decreases Manikandam, Trichy.52 012,

5. The first talk about nano-technology was given by o
a) Albert Einstein

b) Newton

¢) Gordon E. Moore

d) Richard Feynman

6. Which of the processes of materials was not described as Nanotechnology?

a) Separation

b) Creation

¢) Processing y
d) Consolidation
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7. The initial tools used 1o help launch the nanoscience revolution were
a) Binoculars

b) Microscope

¢) Scanning probe instruments

d) Interferometer

8. When semiconductors are reduced to nanometres they become pure conductors.

a) True
h) False

9. The major difference between the nano materials compared to the bulk form is the big fraction of
the total number of atoms on the surface,

a) True

b) False

10. The size of atoms is nearly
a) 0.01 nm

b) 0.1 nm

¢) I nm

d) 10 am

11.What is nanotechnology?

a) The study of extremely small particles
b) The study of large-scale engineering
¢) The study of space exploration

d) The study of quantum mechanics

1 2. Which of the following is NOT a characteristic of nanomaterials?

a) Small size L :

b) Large surface area ( \J /

¢) High stability "‘-'f'_jf

d) Unique properties Dr. G. Balakrishnan, M.E, Ph.D,
. , . i Principal

13.What is the size range for nanoparticles? [ndra Ganesan College of Engineering

a) 1 to 10 centimeters IG Valley, Madurai Main Road

b) 1 to 10 micrometers Manikandam, Trichy-620 012

c) 1 to 10 nanometers
d) 1 to 10 millimeters

14.Which of the following fields is NOT influenced by nanotechnology?
a) Medicine

b) Electronics

¢) Agriculture

d} Geology

15.What is the term for the process of manipulating matter at the atomic or molecular level?

a) Nanosynthesis
b) Nanomaterialization

AN hansmanatmialndl e
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16.Which of the following is an example of a bottom-up approach in nanofabrication?
a) Lithography

b) Chemical vapor deposition

c) Molecular self-assembly

d) Physical vapor deposition

17.What is the term for a material that exhibits different properties at the nanoscale compared to its
bulk form?

a) Nanostructure

b) Nanocomposite

¢) Nanoparticle

d) Nanotube

18.Which of the following is NOT a potential application of nanotechnelogy in medicine?
a) Targeted drug delivery

b) Tissue engineering

¢) Gene therapy

d) Nuclear power generation

19.What is the term for the ability of nanomaterials to self-repair or adapt to changing conditions?
a) Self-assembly

b) Self-replication

¢) Self-healing

d) Self-organization

20.Which of the following is an example of a top-down approach in nanofabrication?
a) Nanoparticle synthesis

b) Atomic layer deposition

¢) Electron beam lithography

d) Chemical vapor deposition

21.What is the term for the study and control of matter at the nanoscale? k{ y ¢

a) Nanoscience Dr. G. Balakri$hran, M.E, PhD,
b) Microscience incipal

¢) Macroscience Indra Ganesan College of Engineering
d) Nanoengineering IG Vailey, Madurai Main Road

Manikandam, Trichy-620 012
22.Which of the following is an example of a carbon-based nanomaterial?
d) Gold nanoparticle

b} Quantum dot
¢) Carbon nanotube

d) Silica nanoparticie
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23.What is the term for the property of nanomaterials that allows them to conduct electricity?
a) Ferromagnetism

b) Superconductivity

¢) Thermoelectricity

d) Quantum confinement

24.Which of the following is an example of a nanoparticle-based sunscreen?
a) Titanium dioxide

b) Zine oxide

¢) Silver nanoparticles

d) Gold nanoparticles

25.What is the term for the process of removing or altering individual atoms or molecules from a
surface?

a) Nanopatterning

b) Etching

¢) Deposition

d) Self-assembly

.} - -
i -
N o
-

.—jr‘r’,"
Dr. G. Baly krishnan, .
Princiga)
Indra Ganesan Collage of Engineerin
IG Vallay, Madurai Main Rnad. ?
Manikandam, Trichy-620 012

E,PhpD,
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Value Added Course

* Manipulation of Nano Technology in Materials”

ANSWER KEY
| C 6 _ B 1 A 16 C 21 A :
2 C 7 | C 12 C 17 A 22 C |
3 D 8 B 13 C 18 D 23 D
4 B_ 9 A | 14 D 19 C 24 A
5 D | 10 B 15 D 20 _ C 25 B

VAC Coordinator

p P
/ I' |
| III s

—

Dr. G, Balakrish nan, M
Principa) |
Ind %
rIa Ganesan Cellege of £ inear;

G Valley, Madura; g™

Manikanﬂam, Trfch:f;?ﬂﬁzﬂ

E, Ph.p,



COoOLLLEGE == EHEIHEEHIH
Madural Mailn Road {NH—qEB],Manll-:.nnnm.‘l‘rlchy—:.l.:t.
Approved by AICTE, NowDalhl & Affillated to Anna University, Channal

( Q Department of Information Technology

u,/ Academic Year 2021 - 2022— Odd Semester
Dr. G. Balakri nan, ME, Ph.D,

Principal YALUE ADDED COURSE ASSESMENT SHEET
Indra Ganesan Callege of Engineering

IG Valley, Madurai Main Road
Manikandarm, Trichy-620 012,

“Manipulation of Nano Tech nology in Materials~

-|_ Alttendance Derails | VAC-MCQ TEST OVERALL

SNO | REGNO STUDENTS NAME | Ry NP R o v o IMc E’S‘{;ﬁ‘;‘é‘;’” :
hours Mark(100) | Correct | Mark(100) 50% of B)

b (AN JAmwensi@y T

|| 811218205001 Deepa T j'w” 30 100 | 20 80 90
2 e e i | Lo [ »

3 | 811218205003 Gopi U i'w v 30 100 19 76 88
4 82805008 s At T - e | 2 | s | s
s BTHBE_{E_DDS Irudhayaraj A A ,'._!;? _‘-:‘,!_2_ [ ; 72 _3?.

6 811218205006 anani S R ~ . AT 2?—“ :2 _| ?} ) ?ﬂ ___ ?
7 | 511218205007 anarthanan fvat %0 160 & | m | 85

8 | 811218205008 |xama|:shn il 17 68 76

9 811218205009 Ii(avwarasut - WE_ 24 92_ . _|ﬁ | 64 78

10| 811218205010 [Kayalvizhi.B IV/T 24 9 16 64 78
| 11| 811218205011 ManoharanT ik 0 | 100 | 20 | s | s
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SNO | REGNO STUDENTS NAME Bﬂ;]é’ru' No. of | Atendance | Noof | MCQ }‘;’ﬁﬁ'}-‘fﬁ'
hours Mark(100) | Correct | Mark(100) = s0% of )
Attended | (A) | Answers | (B)
12| 811218205012 Meena R _ ""'*_'_IT 1 s | 100 20 g0 | 9%
13| 11218205013 Milton Billgates ) VL 30 92 20 80 86
1 | 811218205014 |Mohammed Aarif J vay 30 100 22 88 | o4
15 | 811218205015 [Pavithra.N var 27 | e | 17 68 80
16 | 811218205016 [Priyanka A P 27 92 19 76 84
17 | 811218205017 Robinson Isaiah E W’TT 27 92 19 76 84
I8 | 811218205018 Selvi M fviLl 30 100 20 80 90
19 | 811218205019 Shalini Gayathris """*?1 o 83 16 64 74
20 | 811218205020 Sivaraman S VAT 30 100 22 88 94
21 .3112181{}5[}11 Snekaa R it 30 92 I8 72 — _8__21
22 | 811218205022 Suganya K VAT 30 00 | 22 88 94
23 | 811218205023 VasanthS ol 30 100 22 88 94
24 | 811218205024 Vijayakaran M IVAT 57 93 20 80 '56
25 | 811218205025 Wilson Jayara] $ et 7 | o | 19 | 7 84
26 | 811218205026 jAntony Arul Doss A ety 30 100 20 80 90
27 suzmﬁmnmﬁe«athanjaﬁ R VAL 24 83 16 64 74
28 | 811218205301 Dhanalaxmi.K ke 24 83 16 64 74
29 | 811219205001 |Akash V AR 30 100 22 88 94
30 311119205_1302 Akilandeswari J : AT 7 92 _IE "2 32_|
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NG REGNO STUDENTS NAME B:E;Eg“ _Hﬂ. of Attendance In\Tu of MCOQ) ] guﬁﬁﬁlﬂ)
i R S e |

811219205003 Aravindhan R It VI Rl
32 | 811219205004 Chitra :hamthvm T ” o = L £
33 | 811219205005 ieevitha M mar =t = = = =

3 | 811219205006 |Kaviyak mar e = i = N

35 | 811219205008 Ehia Pojathsiyu C T — = - ~

36 | 811219205009 Mageshwaran M iy e » - =4
37 | 811219205011 Ranjith M mar o — : —

—33 811215205012 Ranjith kumar A I 7/ - = = = 2
39 | 811219205013 [Shareen Banu M R nmar | S 2 0 |

40 | 811219205014 Shobana K T = = = = 2
41| 811219205015 Sivaranjani P T 3|} = T
42 | 811219205016 SowmiyaP e = 5 e

! 30 100 22 88 94

43 | 811219205017 furyaA T 30 100 20 80 90

44 | 811219205018 fwetha s Iy 27 | 90 19 76 83
45 | 811219205019 fTamilselviT AT 30 100 19 | 76 | 88 |

46 | 811219205020 |vijaya kumar M myIT 30 100 21 84 92

47 | B11219205021 |Visainl P T T o7 50 19 76 83
48 | 811219205501 KarthickA WAT 24 | g0 20 80 | 80 |

49 | 811220205002 Aiswarlya V 1 24 | 80 20 80 80
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Attendance Details VAC-MCQ TEST OVERALL
SNO | REGNO | STUDENTSNAME | XEAR 1 etanee | o oF MCQ Eﬁﬁ?ﬁ“ 2
hours Mark(100) | Correct | Mark(100) | spo; oF B)
:""L!I:I'tdl_id {A) Answers | (B) -
S0 | 811220205004 |Anbazhagan § T | 27 | 99 19 7% | 83
51 | 811220205005 |Balamohan R T 30 100 20 80 9 |
52 | 811220205006 Benny A T 27 | 9% | 19 76 | 83
53 | 811220205007 Boomika P T 24 80 21 84 82
54 | 811220205008 Charulatha B T 27 90 20 80 85
. 35 | 811220205009 (ChiranjeeviV T 30 100 21 84 92
56 | 811220205011 |pinesh M AT 27 90 20 80 | 85
| 57 | 811220205012 Gowtham B o 30 100 19 76 88
58 | 811220205014 Hariharans o 30 100 | 20 80 90
59 | 811220205015 Memalatha G T 30 100 21 | 84 | 92
60 | 811220205016 |leeva M AT 27 90 21 8 | 87
| 61 | 811220205018 Keerthana's ) 24 80 20 80 80
62 | 811220205019 Kirubhashree D i 27 90 21 84 87 |
| 63 | 811220205020 Krishnan N wr 30 100 20 80 90
64 311120205021 Magesh G T 27 90 19 76 8 |
65 | 811220205022 Mahasuvetha M T 30 100 | 19 76 88
66 | 811220205023 Manikandan M AT 30 100 21 84 | 92
67 | 811220205024 Meenatchi A | 27 90 19 76 83
/ _ 6% | 811220205025 Mohanapriya K T 24 80 20 80 80 |

. B

Principal

‘w._rrf%?
i ﬁ(ﬂ&!man, M.E., Ph.D,

Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.




| 811220205026 IMonshan
| 811220205027 Murugesan k
811220205029 Pragathi R
| 811220205030 [priyanga K
| 811220205032 Rajeswaris

| 811220205035
811220205036 ~ Ravikumar M

Attendance Details VAC-MCQ TEST OVERALL

STUDENTS NAME |B;ﬁ‘;'é",, No.of | Attendance | Noof [Mcg {ﬁ?ﬁ'ﬁ;ﬂi’“}
hours |Mark{lﬂﬂ} Correct | Mark(100) 50% of B)

Attended = (A) Amwm_{lﬂ | iy
R . O
I T N [ 2 s | gy
i | 30 100 19 76 88
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Dr. G. Balakrish nan, M.E, Ph.D,,
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.
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CERIIFICATE of Participation

This is to certify that Mr/Ms. ............... SEEM: cvsvsvivvsvanimssvsasing sy 0,

............... IV-IT....cooocvvuvvnevnnnn.... has successfully completed the Value Added Cours
on “Manipulation of Nano Technology in Materials"organized by Department of Information Technolog

and IQAC of our Institution in_Association with from 13th December 2021 to 17th December 2021(5 days
during the Academic year 2021-2022. Q.-

_f
1_ %2
il __."'
f—

Dr. G. Ba\aknshnan. M.E., Ph.D,

I & Principal
lJ\d QVS’Q’_/‘ Indra Ganesan Callege of Engineering

IG Valley, Madurai Main Road

Mr.S. Karthikeyan, Project Manager """ @Principal
Fantasy Solution IGCE
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CERTIFICATE of Participation
This is to certify that Mr/Ms. ......... Shobana. X, ...............c.coeiiiiaiiiii, of
............... II-IT.....oovivvninennnnnnnnnn has successfully completed the Value Added Course

on “Manipulation of Nano Technology in Matenials organized by Department of Information T echnology
and IQAC of our Institution in Association with from 13th December 2021 to 17th December 2021(5 days)

during the Academic year 2021-2022. Q.
>
V‘@\L Dr. G. Ba’la krishnan, M.E,, Ph.D, m
Principal
Mr.S. KarthiRgyan, Project Manager 1 Saesi Colese o togoerin Eviseipal
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Department of Information Technology
Academic Year 2021-2022 -EVEN Semester

11.02.2022
DEPARTMENT CIRCULAR

Department of Information Technology and IQAC of IGCE in association with Lift
Technologies is going to organize Value Added Course for all Second, Third and Final year students

on “Deep Learning in Cyber Security” from 14.02.2022 to 18.02.2022 Certificates will be
issued to the eligible participants at the end of the Course. This training is to be provided in our

campus.
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Director, Lift
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“Deep Learning in Cyber Security”

SYLLABUS
i
S.NO TOPIC COVERED g oy Rals
1 ;Intrusinn Detection and Prevention 3 14222 -
Systems ([DS/IPS) |
14.2.22
2 Signature-Based Detection 3
. . . 15.2.22
3 | Spam and Social Engineering Detection 3
4 | User Behavior Analytics 3 15.2.22
| 5 Monitoring Emails 3 162.22
6 | Supervised machine learning in 3 Nozied
= _ cvbersecurity m— =
+ | Binary classification—dividing I , 17.2.22
| data into two catecories
8 Adaptive boosting and logistic 3 17.2.22
regression e
9 Reinforcement machine learning 3 18.2.22
4 Unsupervised machine learning in 18.2.22
10 2
| cybersecurity - . i
11 | Exam 1 182.22
Total Hours (Excluding Exam) 30 -

g2 O

Dr. G. Balakrishnan, M.E, Ph.D,,

Principal

Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.
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Principal
Indra Ganesan College of Engineering

 COLLEGE DOF ENGSGINEE
Maodurali Main Road {Hl—r—#ﬁﬂj.Mnnlknnﬂam.'l’rlcnr—:l.z-
Approved by AICTE., NewDslhl & Affillated to Anna Univarsity, Channal

Value Added Course

“Deep Learning In Cyber Security”

IG Valley, Madurai Main Road 8 S PARTICIPATION LIS
Manikandam, Trichy-820 012.
|
|
S REG NO STUDFNTS NAME gm

! 811218205001  [Deepa T AT

e 811218205002 Dharshini K wvaT |
3 811218205003 Gopi U IVAT

M 811218205004 Harish R VAT

5 811218205005  [rudhayaraj A VAT

6 811218205006  Janani § VAT

7 | 811218205007 Janarthanan (VT

8 811218205008 |Kamalesh A IVAT

9 | 811218205009 KaviyarasuC VT

10 811218205010 Kayalvizhi.B VAT |
1 811218205011 |Manoharan T var
12 811218205012  |[Meena R IVAT

13 811218205013  [Milton Billgates J VAT

14| 811218205014 Mohammed Aarif J AT
[E 811218205015 [PavithraN IVATT ‘<
16 811218205016  Priyanka A VT

17 | $11218205017 Robinson Isaiah E IVIT ‘
18| 811218205018 SelviM IVAT |
19 811218205019  Shalini Gayathri S VAT |
20 811218205020 [Sivaraman S VAT |
2 811218205021  Snekaa R VAT |
72 | 811218205022 SuganyaK VT

23 811218205023 |Vasanth VAT J
2 811218205024  |Vijayakaran M IVIT ,
2s §11218205025  Wilson Jayargj S VAT |
26 §11218203026 |Artony Arul Doss A VAT |
27 811218205027 (Geethanjali R IVATT

28 811218205301  Dhanalaxmi K VAT

29 811219205001 AkashV TVTT

30 811219205002  Akilandeswari J AT

31 811219205003  Aravindhan R waT

foy

e

Irrl ] el . WA
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561‘1 REG NO STUDENTS NAME ﬁmc
33 811219205005  Jeevitha M nar |
34 811219205006  KaviyaK AT
35 | 811219205008 [Libia Pojathsiyu C T
36 | 811219205009 |Mageshwaran M AT
37 | 811219205011 RanjithM AT
38 | 811219205012 Ranjith kumar A mwir
39 | 811219205013 |Shareen Banu MR mi
40 | 811219205014 ShobanaK 1T
41 811219205015  Sivaranjani P T B
42 811219205016 Sowmiya P T/IT |
43 811219205017 [Surya A [T i
44 | 811219205018  Swetha$ T
45 | 811219205019 [Tamil selviT T
46 | 811219205020 Vijaya kumar M i
47 811219205021  |Visalini P ITT
48 | 811219205501  [Karthick A mAT |
49 | 811220205002 Aiswaniya v LT
50 | 811220205004 Avbazhagan S T
51 | 811220205005 Balamohan R T
52 | 811220205006 Benny A T
53 | 811220205007 |BoomikaP T |
54 | 811220205008 \Charulatha B 1WIT
55 | 811220205009 ChiranjeeviV. [T B
56 | 811220205011 DineshM T |
§7 | 811220205012  (Gowtham B (AT
58 811220205014 Hariharan s oaT |
59 | 811220205015 Hemalatha G T
60 | 811220205016 lleeva M AT
61 | 811220205018 [Keorthana S T
62 | 811220205019 'K irubhashree D T
61 | 811220205020  [Krishnan N AT |
64 | 811220205021 MageshG AT
65 | 811220205022 Mabasuvetha M mT
66 | 811220205023 Manikandan M AT
67 | 811220205024 Meenatchi A o
68 | 811220205025 IMohanapriya K [T (&}} :
9 | 811220205026 Monisha A paT -

Ur. G. Balakrishnan, ME, Ph.n
Principal “
Indra Ganesan College of Engineeri
IG ‘u’i_ille_',-, Madurai Main Road "
Manikandam, Trichy-620 012,
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SN REG NO STUDEN { JEAR)
5 TSNAME 0 NC
) H
70 | 811220205027 Murugesan K AT
7l 811220205029  |Pragathi R T
72 | 811220205030 [Priyanga K T
73 | 811220205032 [Rajeswari S T
74 | 811220205035 Rasika A [T
75 811 22_g205ﬂ3ﬁ Ravikumar M IAT

& . Chricl - | ot
et (0, S

Dr. G. Balakrishnan, M.E., Ph.D,,
Principal
Indra Ganesan College of Engineering
1G Valley, Madurzi Main Road
Manikandam, Trichy-620 012.
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REPORT ON VALUE ADDED COURSE

Title:  «Deep Learning in Cyber Security”

|
I
‘ Resource Person:Prof.Mr. Tamilventhan Director, Mr.R.PremNath,

| irector, Lift Technologies, Trichy Project MAnager, Tata

Motors ,Chennai

fnmnfcmdhmﬁn& 14.02.2022 To: :Is.nz.znzi Duration: | 30 Hours

' Organized Department : | Information Technology
Participant Year: | 2,34 No. of Students Registered : | 75

Venue: | 1T Seminar Hall

Outcome of Value Added Course (VAC): At the end of the Course, Students can be able to

» Decision tree algorithm for detecting and classifying attacks

e Dimensionality reduction algorithms for removing noisy and irrelevant data

‘s K-means clustering for detecting malware , K-nearest neighbors classifier (kW) for facial recognition used

for authentication

o Linear regression for predicting network security outcomes , Logistic regression for fraud detection

o Support Vector Machine (SVM) algorithm for classifying, detecting, and predicting blacklisted IP addresses
and port addresses

Assessment Process

Students, who are securing more than 70% on total score and secured more than 75% inattendance is
eligible to receive the certificate for the VAC course conducted

Total Score = (0.5 *Attendance in VAC out of 100 percentage + 0.5 *Test mark in VAC out ol 100

marks)

1

3 0 LE\ 7 i
\% éu%&ji_ - I:‘l-ﬁill:i;ﬁi\j/ P\"‘i'.q{c:pnl

Dr. G. Balakrishnan, M.E, Ph.D.,
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012,
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| SAMPLE PHOTOS OF VALUE ADDED COURSE

|
[ Title:  «Deep Learning in Cyber Security”

'_Remurce Persan.:i:Pruf.Mr. Tamilventhan Director, !Mr.R. PremNath,

| Director, Lift TechuologiesTrichy  project MAnager,Tata
| Motors ,Chennai

‘ Date of conduct from : | 14.02.2022 | To: | 18.02.2022 _‘ Duration: | 30 Hours

| Organized Department : | Information Technology

| Pm'ticipant Year: .l 2-,3,4 | No. of Students Registered : 75

L |

| Venue: | IT Seminar Hall ' ,
i Sample Photes: |

iﬁﬂm rdiimr ) I |

Dr. G. Balakrishnan, ME, Ph.D,
Frincipal
Indra Ganesan College of Engineering
1G Valley, Madurai Main Read
Manikandam, Trichy-620 012.
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V‘ﬂ Year/Sem: “ D/

AU Register Number: & l_lg_.n | ig\/ I
Value Added Course H ;/ .

Name of the Student: QG‘-

“Deep Learning In Cyber Security *

MULTIPLE CHOICE QUESTIONS (25X1 = 25 Marks

1.Amongst which of the following are the primary goals of cyber security?

A. Encryption, authorization, and availability
8 Confidentiality, integrity, and authentication
C. Firewalls, intrusion detection, and data backups
D. Phishing prevention, malware detection, and spam filtering

2. The term "Cyber Threats" in eyber security refers to i

A. Techniques used by cybersecurity professionals to protect systems
Walicious activities are carried out by hackers to breach firewalls X~

C. Hardware components that are susceptible to cyber-attacks
D. The process of encrypting sensitive data for secure transmission

3. The process of encoding data to protect it from unauthorized access is known as .

A. Efunr}fpﬁun )

B. Firewall -
‘,ﬂlmmsiﬂn Detection

D. Multi-factor Authentication

4. Which of the following options best defines an attack vector in terms of cyber security?

A. A software tool used by ethical hackers to test system vulnerabilities
B. A technique to encrypt sensitive data during transmission 0\

M)A method or avenue used by cyber threats to gain unauthori ceess to E‘W&mmk
D. A hardware component that helps prevents denial-of-service attacks "

5, What is the significance of a firewall in cybersecurity? Dr. G, Balakrishnan, M., Ph.D,

Principal
Indra Ganesan Callerp of Engineering
IG Valley, Madurai viain Road
Manikandam, Trichy-620 012,

A. To prevent unauthorized physical access to a computer

B. To detect and remove malware from a computer Dé
To protect a computer from unauthorized network access

D. To encrypt sensitive data on a computer
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6. Which of the following options correctly identifies the two primary types of encryption used

in cybersecurity?
A. Symmetric encryption and multi-factor authentication
B. Asymmetric encryption and Private-key encryption .r><_/_,
C. Single-factor encryption and Decryption
)ﬂﬂymrnetﬁc encryption and Asymmetric encryption
7. Phishing is a type of cyber threat that involves .

+ Mimicking an authorized user to steal sensitive information
B. Gaining unauthorized access to a system
C. Local storage destruction /-)
D. Sending large amounts of fake traffic to a serv
4. What does the term "Malware" stands for?

A. Malfunctioning Software -
B. Malicious Firmware
C. Malfunctioning Hardware

/B'I Malicious Software

9. Which of the following is an example of 2 cyber-attack on physical infrastru cture?

A. Phishing attack on employee's email —
B. DDoS attack on the company's server {‘/ /
MSMt attack on an irrigation control systefi
D. Ransomware attack on company’s server f {:_\, .
{ >
10. What does the term "VPN" stand for? =
Dr.G. B krishnan, ME, PR

A. Virtual Personal Network ) Principal

) VF‘E Privaie ewek / G Valley, Madurai Main R
C. Virtual Portable Network Manikandam, Trichy-620 ;a;

D. Virtual Public Network

11. Amongst which of the following shows the importance of regular data backups in cyber
security?

A. To protect against social engineering attacks
B. To encrypt sensitive data during transmission
C. To prevent unauthorized access o a neiw
) To ensure data recovery in case of data loss or cyber-attacks

12. Which of the following is a common type of social engineering attack?

A. Brute force attack
B. Distributed Denial of Service (DDoS) attack e
Phichina attack B

Indra Ganesan Cellege of Enginaer;;
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13. Which ui; the following is not a typical source of data leakage threats?

- i |

A. Phishing attacks
B. Insider threats

C. Antivirus software o
_P\Unsecured Wi-Fi networks - B

14. Amongst which of the following is not an example of physical data leakage?

A. Printer /

P Using weak passwords for online accounts
C. Dumpster diving g
D. Shoulder surfing

15. Safeguarding the data from unauthorized modification by unknown users is known as

A Integrity e
B. Confidentiality i

C. Availability o
D. Authenticity
16. What occurs when integrity is lacking in a system?

A0\ Data breaches and unauthorized access ey
B. Loss of data due to hardware failure =3

C. Encryption of sensitive information m/ )
D. Secure transmission of data over the imernet
17. Which one of the following is a common way to maintain data nvaE@i)tyf.’ :

A. Data Encryption

JBRegular Data Backups . G. Balakrishnan, M = 1.
C. Intrusion Detection Systems / - Principal
D. Multi-factor Authentication "2 Ganesan College of Eny:. .

IG Valley, Madurai Main ko

Mani i .
18. Which of the following options is true about ""Vulnerability"? anikandam, Trichy-620 012.

A. Vulnerability refers to the act of maliciously exploiting software flaws
B. Vulnerability is a measure of the potential impact of a cyber-attack

C. Vulnerability is a security mechanism used to protect cosypmtes systems
DA\ Vulnerability is a weakness or flaw in a system-#7af could be e<ploited by threats

19, Social engineering is .

_X\A software technique used to prevent unauthorized access to a system
B. A method used to protect data from modification by unauthorized users
C. A cybersecurity principle that focuses on data mnWﬂ
D. A type of cyber-attack that manipulates human psychology to'deceive individuals and gain
unauthorized acces
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20. What dm;.s the letter "A" stand for in the CIA triad of cybersecurity?

A. Authorization —

B. Accessibility /

27 | Authentication
D.” Anonymity ',f’”'/f

21. Which type of encryption uses the same key for both encryption and decryption?
A0 Symmetric encryption sk
B. Asymmetric encryption /
C. Hybrid encryption
D. Public-key encryption
22, PGP is primarily used for ;
E. Network routing and packet filtering —
F. Securely transferring files over FTP /
ﬂncrypﬁng and decrypting email messagg
H. Managing database access and permi<Sions

23. Which of the following encryption standard is used to secure Internet communications?
A KES (Advanced Encryption Standard)
B. RSA (Rivest-Shamir-Adleman)
C. DES (Data Encryption Standard)
D. MD5 (Message Digest Algorithm 5)

24. The process of converting ciphertext back into its original plaintext is known as .

A. Encryption

‘/Hq Decryption /
C. Phishing
D. Hashing

25. Which key is kept private and known only to the owner in public-key encryption?

" 1)

A. Public key _— A

P il (Y~
- Private key L /
D. Shared key /

Dr. G, Bafakn’shnan, ME,Php
Principal .
Indra Ganesan College of Engine-+;
IG nglty, Madurs Main ko ':; .
Mamkandam. Trichy-629 u:t::'
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Name of the Student: "ku“{ W’:f"u Year/Sem: (\/

AU Register Number: g a8 1Los0l0

/ Value Added Course f'fll \Q\
i
pr. G. Balakrishn@r'-& PhD. |

A5
oeindpal “Deep Learning In Cyber Security « @g /

Indra Ganesan College of ;ngin:armg
3 1G Valey, Madur.aq. Milﬂﬂ :
IseloCE wichy-620 Oy TrpLE CHOICE QUESTIONS (25X = 25 Marks

I.Amongst which of the following are the primary goals of cyber security?

A. Encryplion, authorization, and availability

- Confidentiality, integrity, and authentication
C. Firewalls, intrusion detection, and data backups
D. Phishing prevention, malware detection. and sp:

filtering

2. The term "Cyber Threats" in cyber security refers to .

A. Techniques used by cybersecurity professionals to protect sys%

B. Malicious activities are carried out by hackers to breach firewal
47 Mardware components that are susceptible to cyber-attacks
D. The process of encrypting sensitive data for sceure transmission

3. The process of encoding data to protect it from unauthorized access is known as .

A. Encryption )

B Firewall
C. Intrusion Detection

D. Multi-factor Authentication

4. Which of the following options best defines an attack vector in terms of cyber security?

A. A software tool used by ethical hackers to test system vulnerabilities
B. A technique to encrypt sensitive data during UMM

. A method or avenue used by cyber threats to gain u i7ed access to a system or network
D). A hardware component that helps prevents denial-of-service attacks

5. What is the significance of a firewall in cybersecurity?
A. To prevent unauthorized physical access to a computer 1
B. To detect and remove malware from a computer
2‘.’? o protect a computer from unauthorized network access
D.” To encrypt sensitive data on a computer
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6. Which of the following options correctly identifies the two primary types of encryption used
in cybersecurity?

A. Symmetric encryption and multi-factor authentication

Br/‘ﬁsymmd:ic encryption and Private-key encryption //1
C./Single-factor encryption and Decryption ;
D. Symmetric encryption and Asymmetric encryptio

7. Phishing is a type of cyber threat that involves 3
A. Mimicking an authorized user to steal sensitive informati n//A '
—~Gaining unauthorized access (o a system /-f*"

C. Local storage destruction
D. Sending large amounts of fake traffic to a server—"

8. What does the term "Malware" stands for?
A. Malfunctioning Software
—Mvialicious Firmware (\/ o
C." Malfunctioning Hardware e
D. Malicious Software

9. Which of the following is an example of a cyber-attack on physical infrastructure?

A. Phishing attack on employee's email ——
B. DDoS attack on the company's server -~
@ Btuxnet attack on an irrigation control system -~ ' _,-

D. Ransomware attack on company’s server -~

10. What does the term "VPN" stand for? :i/
Dr ¢ Baki.:
I. G. B; rishnan, Mg, pp,p

A. Virtual Personal Network _— i
; e rincipal
B. Vgrtua] Private Network - Indra Ganesan E:-He;: of Engineer;
= uma] Pum?hIevNetwnrk 4 3 IG Valley, Madurai I Engineering
D.” Virtual Public Network L Manikand i Main Read

am, Trl‘chyiﬁzu 012

11. Amongst which of the following shows the importance of regular data backups in cyber
security?

P

_/,f"

A JTo protect against social engineering attacks -
B. To encrypt sensitive data during tarlsnﬁsfjgpfe"
C. To prevent unauthorized access to & network

D. To ensure data recovery in case of data loss or cyber-attacks

12. Which of the following is a common type of social engineering attack?

A. Brute force attack = )
B. Distributed Denial of Service (DDoS) atta%l:/f

ichina attark
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13. Which of the following is not a typical source of data leakage threats?

A, Phishing attacks

B. Insider threats P
E’./}\mivims software ({’ y

D. Unsecured Wi-Fi networks ‘ -

14. Amongst which of the following is not an example of physical data leakage?

A. Printer
B. Using weak passwords for online accounts
C. Dumpster diving L

DT?luuldcr surfing

15. Safeguarding the data from unauthorized modification by unknown users is known as

A. Integrity |
B. Confidentiality

—Availability (>
D¢ Authenticity

16. What occurs when integrity is lacking in a system?

A, Data breaches and unauthorized access

B. Loss of data due to hardware failure

C. Encryption of sensitive information
D.’?ccure transmission of data over the internet

-

17. Which one of the following is a common way to maintain data avnilahil(ii"jh\
2

A. Data Encryption )

B'). Regular Data Backups S DrG.B
: . - G, Bal

C.” Intrusion Detection Systems / :Fi:::n' M.E.PhD,

D. Multi-facior Authentication Indra Ganesan College of Er.r:ui g

IG Valley, Madurai Main # .
18. Which of the following options is true about " Vulnerability"? Manikandam, :.:i:-.y-:?u :.u.:;jl
=~ )
A. Vulnerability refers to the act of maliciously exploiting software flaws /
© Yuinerability is a measure of the potential impact of a cybgeattack
C. "Vulnerability is a security mechanism used to protect cofmputer systems
D. Vulnerability is a weakness or flaw in a system that-ould be exploited by threats

19. Social engineering is s

. A software technique used to prevent unauthorized access 1o a sysfem
B. A method used to protect data from modification by unauthorized users
C. A cybersecurity principle that focuses on data confidentiali
D. Atype of cyber-attack that manipulates human psycholdgy to deceive individuals and gain
unauthorized acces
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20. Whathnes the letter "A" stand for in the CIA triad of cybersecurity?

A. Authorization

. Accessibility
C. Authentication i
D. Anonymity il

a—

21. Which type of encryption uses the same key for both encryption and decryption?

z'l./gmmetric encryption

B. Asymmetric encryption
C. Hybrid encryption
D. Public-key encryption

P

22. PGP is primarily used for :

E. Network routing and packet filtering
F. Securely transferring files over FTP .
- Encrypting and decrypting email mesaa%
H. Mamaging database access and permiss}
23. Which of the following encryption standard is used to secure Internet communications?

A. AES (Advanced Encryption Standard) )

. RSA (Rivest-Shamir-Adleman) -
C. DES (Data Encryption Standard) /
D. MDs5 (Message Digest Algorithm 5)

24. The process of converting ciphertext back into its original plaintext is known as .

A. Encryption e
B. Decryption r

C. Phishing /
B.’?!shing o

25. Which key is kept private and known only to the owner in publie-key encryption?

A. Public key
B. Secret key Y
. Private key yaa A
D. Shared key AN\
. / \di}//
Dr. G. Balakrishnan, M &, ph.p,
Principal
Indra Ganesan Callege of ..~ 4rt2ering

IG Valley, Madurai .t Road
Manikandam, Trichy-620 012,
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Name of the Student: Year/Sem:
AU Register Number:

Value Added Course

Dr. G. Balakrishwén, ME, Ph.0*Deep Learning In Cyber Security
Principal
Indra Ganesan College of Engineering

IG Valley, Maeurai Main Rﬂai’lULTIF E CHOICE QUESTIONS (25X1 = 25 Ma
Manikandam, Trichy-620 12— AL LE CHOICE QUESTIONS (25X1 = 25 Marks)

L.Amongst which of the following are the primary goals of cyber security?

A. Encryption, authorization, and availability

B. Confidentiality, integrity, and authentication

C. Firewalls. intrusion detection. and data hackups

D. Phishing prevention, malware detection, and spam filtering

2. The term "Cyber Threats" in eyber security refers to ;

A. Techniques used by cybersecurity professionals to protect systems
B. Malicious activities are carried out by hackers to breach firewalls
C. Hardware components that are susceptible to cyber-attacks

D. The process of encrypting sensitive data for secure transmission

3. The process of encoding data to protect it from unauthorized access is known as ;
A, Encryption
B. Firewall
C. Intrusion Detection
D. Multi-factor Authentication
4. Which of the following options best defines an attack vector in terms of cyber security?

A. A sofiware 100l used by ethical hackers to test system vulnerabilities
B. A technigue to encrypt sensitive data during transmission

C. A method or avenue used by cyber threats to gain unauthorized access to a system or network

D. A hardware component thar helps prevents denial-of-service attacks
5. What is the significance of a firewall in cybersecurity?

A. To prevent unauthorized physical access to a computer
B. To detect and remove malware from a computer

C. To protect a computer from unauthorized network access
D. To encrypt sensitive data on a computer
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6. Which of the following options correctly identifies the two primary types of encryption used
in cybersecurity?

A. Symmetric encryption and multi-factor authentication
B. Asymmetric encryption and Private-key encryption
C. Single-factor encryption and Decryption

D. Symmetric encryption and Asymmetric encryption

7. Phishing is a type of cyber threat that involves .

A. Mimicking an authorized user to steal sensitive information
B. Gaining unauthorized access to a system

(. Local storage destruction

D. Sending large amounts of fake traffic to a server

8. What does the term "Malware" stands for?

A. Malfunctioning Sofiware
B. Malicious Firmware
€. Malfunctioning Hardware
D. Malicious Software

9. Which of the following is an example of a cyber-attack on physical infrastructure?

A. Phishing attack on employee's email

B. DDoS attack on the company’s server

C. Stuxnet attack on an irrigation control system

D. Ransomware attack on company's server (-@) .

10. What does the term "VPN" stand for? .
Dr. G. Balkrishnan, Mg, ph.p

A. Virtual Personal Network . Principal

B. Virtual Private Network Indra Ganesan College of Engineer 4
C. Virtual Portable Network IG V?”'E}'. Madurai Main Reacl

D. Virtual Public Network Manikandam, Trichy-620 012,

11. Amongst which of the following shows the importance of regular data backups in cyber
security?

A. To protect against social engineering attacks

B. To encrypt sensitive data during transmission

C. To prevent unauthorized access to a network

D. To ensure data recovery in case of data loss or cyber-attacks

12. Which of the following is a common type of social engineering attack?

A. Brute force attack
B. Distributed Denial of Service (DIDoS) attack
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A. Authorization
B. Accessibility
C. Authentication
D. Anonymity

21. Which type of tueryption uses the same key for both encryption and decryption?

A. Symmetric encryption
B. Asymmetric encryption
C. Hybrid encryption

D. Public-key encryption

22. PGP is primarily used for ;

E. Network routing and packet filtering
F. Securely transferring files over FTP
G.. Encrypting and decrypting email messages
H. Managing database access and permissions

23. Which of the following encryption standurd is used to secure Internet communications?

A. AES (Advanced Encryption Standard)
B. RSA (Rivest-Shamir-Adleman)

C. DES (Data Eneryption Standard)

D. MD5 (Message Digest Algorithm 5)

24. The process of converting ciphertext back into its original plaintext is known as

A. Enecryption
B. Decryption
C. Phishing
D. Hashing

25. Which key is kept private and known only to the owner in public-key encryption?

A. Public key
B. Secret key
C. Private key
D, Shared key kY -
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13, Which of the following is not a typieal source of data leakage threats?

A. Phishing attacks

B. Insider threats

C. Antivirus software

D. Unsecured Wi-Fi networks

14. Amongst which of the following is not an example of physical data leakage?

A. Printer

B. Using weak passwords for enline accounts
C. Dumpster diving

D. Shoulder surfing

15. Safeguarding the data from unauthorized modification by unknown users is known as

A, Integrity

B. Confidentiality
C. Availability
D. Authenticity

16. What occurs when integrity is lacking in a system?

A. Data breaches and unauthorized access

B. Loss of data due to hardware failure

C. Encryption of sensitive information

D. Secure transmission of data over the internet

17. Which one of the following is a common way to maintain data aﬂﬂahilig? _

A, Data Encryption
B. Regular Data Backups .
C. Intrusion Detection Systems Dr. G. Balakrishnan, M.E, Ph.D,

D. Multi-factor Authentication Principal
Indra Ganesan Coliege of Engineering

IG Valley, Madurai Main Road

18. Which of the following options is true about "Vulnerability"? :
Manikandam, Trichy-620 012,

A. Vulnerability refers to the act of maliciously exploiting software flaws

B. Vulnerability is a measure of the potential impact of a cyber-attack

C. Vulnerability is a security mechanism used to protect computer systems

D. Vulnerability is a weakness or flaw in a svstem that could be exploited by threats

19. Social engineering is ‘

A software technique used to prevent unauthorized access to a system

A method used to protect data from modification by nnauthorized users

A cybersecurity principle that focuses on data confidentiality

A type of cyber-attack that manipulates human psychology to deceive individuals and gain
unauthorized acces

Onwpe
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